
IN THE INVESTIGATORY POWERS TRIBUNAL

BETWEEN:

PRIVACY INTERNATIONAL

(1) SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH AFFAIRS

(2) SECRETARYOF STATE FOR THE HOME DEPARTMENT

(3) GOVERNMENT COMMUNICATION HEADQUARTERS

(4) SECURITY SERVICE

(5) SECRET INTELLIGENCE SERVICE

Respondents

WITNESS STATEMENT OF GCHO WITNESS

|, ECHO MIINESS, Deputy Director in the Government Communkcations Headquarters

{GCHQ), Hubble Road, Cheltenham, Gloucestershire, GLS 0EX, WILL SAY as follows:

1) Tam Deputy Director Mission Policy at GCHQ. In that role, 1 am te for

drawing up the operational polices that underpin CCHQ intelligence gathering

activities and for ensuring that they are complied with. I have been in this role since

5 January 2015, having previously served as Deputy to my predecessor. Thave fiorked

for GCHQ in a variety of roles since 1997.

2) 1amauthorised to make this witness statement on behalf of GCHQ The content] of this

statement are within my own knowledge and are true to the best of my knowledge and

belief, Where matters are not within my own knowledge they: ere based, upon

documentation made avallable to me and from discussions with others within the

department.

3) Documents referred to as exhibited to this statementare attached as Ra

103 |
dmg ener en decena da a From a tera 200 os ray esta ero ects

a AS



4) Further to paragraph 95 of the Investigatory Powers Tribunal judgment of 17 October

2016 and paragraph4 of the Tribunal order of 1 October 2016, I make this statement in

order to:

a) exhibit (for the convenience of the Tribunal) relevant sections of policies handling

arrangements relating tothe sharing of BPD and BCD;

b) address the question as to whether GCHQ has, since avowal on 11 March 2015,

shared bulk personal dita ("BPD” (or a sub-set of BPD) with international partners

and/or law enforcement agencies ("LEAS"), and if so, what restrictionsas to transfer

or use/retention were imposedby GCHQ; and

©) address the question as to whether GCHO has, since avowal on 4 November 2015,

shared 594 bulk communications data ("BCD") (or a sub-set of BCD) with

intemationa! partners and/or LEAs and if so, what restrictions as to transfer or

vse/retention were imposed by GCHQ.

5) For the avoidance of doubt ths statement addresses the sharing of BPDs and 594 BCDs

10 and any estore whch ave ben laced ro o au ali da

6) Feet the following as exhibit SCHOS.

2) Paragraph 16 of the Joint SIA BPD policy of Feb 2015;

») Paragraph 52 (40 bullet) paragraphs 60-67 and paragraphs 81 ofthe croseSIA BPD.

OPEN Handling Arrangementsof November 2015;

©) Section of the GCHQ CLOSED BPD Handling Arrangements:

à) Paragraphs 4.4.1 to 446 of the OPEN Handling Arrangementsfor BCD; and

é) Section 44 of the GCHQ CLOSED 594 Handling Arrangements.
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"believe that the facts stated inthis witness statement are true.

SSH. ite

Dated: À Feb man Zor
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PRIVACY INTERNATIONAL

(1) SECRETARY OF STATE FOR FOREIGNAND COMMO!
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(4) SECURITY SERVICE

(5) SECRET INTELLIGENCE SERVICE.
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NOTE: REDACTIONS ARE INDICATED [REDACTION] AND GISTS ARE IN BOLD,

UNDERLINED AND ITALICS

which tis hosted. These safeguards include (but are not Kite fo) aus, protective

roca" regimes, Ene management oversight training and ebdes of practee,

+The Agencieswil take appropriate dscibinay action againstdry person sortedas
abusing of musing anaytce capabiies, BPD, or ary ifermasen Ce IntaBgenco|

dores thereto.

15. These poly statements apply StAwide. Each Agency muintsing seporata|

cereiemeny pay and gane a san o vs BPD an mesa Bo ot
requrements.

D. Sharing

48... Aces Pgurcio hve canon teresa segui aná Virgin BPD. Asa

pie, vee Agencias wil seek lo accure once and ¿se many mos, on grounds ot,
Bushessetectvenses end ofcienoy, The folowing pote aatomani pay re Agencies: |

+ en sharing DFD Be super Agency must be stated ta ts necessary eng
apoiante o sare th Sua vi Ine oe! AgenyiAganve, and te roan

Agercyihgoneles must bo satefod thetit is necessary end proporfonate to ecquio|
data quen. Aloy ol dt arg bo mained by ech gemer

+The sharing of BPD must be autores in advance by a serie iu win ese

‘Ages, and no acon chart may be taken sol such auf,

+ (REDACTION,

+ BPD must net ba a

equiring Agency,

+ The Agencies may share applications (which in tum cou!

‘Agency's BPD holéinga) as judged oppreprian in na Wi

commissioning.

17 Those poley statements apply Shade. Each

complementary policy and guidance to ad tat in the process

Pozo policy requirements.

E Rotontion

Bo y Tha Agencies re De necesa and ppt of ht cond rt ef
BPO The folowing pel statements apply tothe Agonia

* Each Agency has àreview pane! which wil review BPD retarion by that Agency. 1
ail three Agencies, panels af once every six months;

‘+ These panels set ivo roprosontatvos from each ofthe other Agencies to cute,

dita sharing (oof data and appleatons grantng access to EPO), asset consistency,
‘of decison mang across Agencia, and provide huerAgency feedback,



including in particular what intoligence aim Ts Wkelyjto bo met and how
‘tho data will support that objective.

+ The proportionality of acquiring and retaining the! data, Including in

particular whetherthere isa leas Intrusive method of obtainingthe data.

When sooking authorisation to load a BPD Into an analytical systom for use,

staff must satisfy themselves as to, and expla

+ The purpose for which the BPD ls required; and

+ The necessity and proportionalty of using the BPD.

50 Socle Procoduros and Safeguards for Uso of and Access to Bulk
Personal Datazois inside each Intollgonce Service 1
51 Each Intoligence Service attaches the highest priory; to malntaining data

security ond protective socurty standards. Moreover, each Intaligence Servico must

estabish handing procedures so as to ensure that tho integrty and confidantaltyof
the information in the bulk personal dataset hold is fu protected, end that there are

adequate saleguards in place to minimise the risk of uny misusa of euch data and, In

the ovent that such misuse occurs, to ensure that appropriatedisciplinary acsonis

tain, In particular, each Inteigence Service must apply the folowing protective

security measures

+ Physical secutty to protoct any premises where the information may be

‘accessed, i
+ IT gocurtyto minimiso the risk of unauthorised access to (T systems;

+ A security vetting regime for personnel which is designed to” provide

‘assurance that noso who have eccess to this matefial are reñablo and

trustworthy, |

52. In relation to information in bulk personal datasets held, each Inteligence
‘Serviceis oblige to putin place the folowing addlonal measures:

‘+ Ascesso the information contained within the bulk personal datasets must be
strictly tod to thoso with an appropiate business requirement to use these
da i

+ Indivicuals must only access information within a bulk pérsonat dataset 4 tia

necessary for the performance of one of th statutory furetons of the relevant
Intetigence Service; 1

+ tf ingividuals access Information within a bulk personal dataset with a view to

‘subsequent disclosuro of thot Information, they muston access tho relevant
infomason if such disclosure is necessary for the performance of the

‘statutory functions of the relevant intelligence Servico,or for the additional
limited purposes described ln paragraph 3.1.4 above;

+ Bofore accessing or disclosing information, individuals’ must also consider

whother doing so would be proportionate (as descibed in paragraphs 4.4

above and 6.3 below). For instance, they must consider whether ether, loss

intrusive methods can be used to achieve the desired outcome,

|

|



so e. Di
oll

8.1 Infomation in but poten taste held b an nego Sere may ony |
be disclosed to persons outage the relevant Sens the folowing cando ae

me

+ thane abc o he dcisuro fate vt tho Sonde stoy Junction |
or is for the additional tmited purposes set out in soctions 2(2){a) and 4(2)(a)
a SK 1004 ar ocion DNS are SEA 1868, y

+ that it ls necessary to disclose the Information in question in order to |
achieve that objective; !

+ thatthe csclosureis propontlontetothoobjetvo, |

‘+ that only as much of the Information will be disclosed as ls necessary to

achieve that objective.

When wit! disclosure be necessary?

82 In order to meet tho ‘necessity’ requiremont in relation to giaelosure, staff must
bo satisfied that disclosure of tho bulk personal dataset ls 1galy needed for the
purpose of eischarginga statutory functionof that Inteligence Service |

The disclosure must also bo “proportionate”

63. The disclosure of tho buk personal dataset must also be proportionate to |

the purpose In question. In orderto meet the ‘proporionalty requirement, stat must

be sotisied that the level of inteforonce with the individual right to privacy la
justted by tho benefit to the discharge of the Intebigence Servicos stato
functions which is expected as a result of disclosing tho data and the importance ot
tne objective to be achieved Staff must consider whether there s à reasonable
stemative that wil stil meet the proposed cbjecivo - Le, Which involves lees
intrusion. For oxampe, tis could mean disciosuroef individual ploces of dataor of a

subset af data rather than of the whole bul personal dataset.

84 Before disciosing any bulk personal data, staff must take reasonable stops to

ensure that the intended recipfont organisation has and wil maintain satisfactory
arrangements for safeguarding the confidentiality of the data and ensuring that R 1
securely handled, or that they have received satisfactory assurances trom the
intended recipient organisation with rospoct o such arrangements.

55 These conditions must be met for al disclosure, including betwoon the
Inteñgence Sorvices. i

68 _ These condtions for cisclosure apply equally to the cisciosure of an entire
Bulk personal dataset, a subset of the dataset, or an individual piece of deta from the
dataset.

6.7 Disclosure of the whole (or a subset) of a bulk personal dataset is subject
19 intemal authorisation procedures in addtlon to those that apply to an tem of data.
The authorisation process requires an application to à senior manager designated for
the purpose, describing the dataset itis proposed to disclose (mjvfhola erin part) and
teng out the operational and legal justica forthe prepojed dscicaur along|
wth the ether Information specified in paragraph 4.7, and whether any caveats or |
Festetions should be appliod to the proposed disclosure. This'is so that the senior
manager can then consider the factors in paragraph 6.1, wth operational, legal and



|

poly ac akan as appétit, in fut cases, ino rear teigonce Sonico
may seek guidance ora decision from the Secretary of Stale. |

a

Wen seeking to decis the whole (or a subset) of a BPO, staf must be
sotisfod that disclosure ls:

+ Justina on tho bass ofthe relevant statutory dsclobure gateway

+ Determined to be nocossaryand proportionate to ta tete.

+ Limited to onty as much Information as will achieve the objective.

+ Authorised by a senlor manager or, in difficult caso, the Secrotary of
Stato. E

7.0 Review ofRetentionand Deletion |

7.1 Each inteligonce Service must regularly review the dperational and legal
justification for A5 continued retention and use of each buk personal dataset,

Where the continued retention of any such data no longer] meets the tests of
necessity and proportionality, al copies of R hold within the lrelevant Inteigence
Sorvico mustbe dolatod or costroyod.

i
72 The retention and review process requires consideration of the foowing
factors:

+ Th oporaenal and leg! ustfcatcn for conte reenton, nung As
necessay and proportonaly;

‘Whether euch information could be obtained elzewnero trough iss intruso
means;

+ Anassessment of the value and examples of u

Frequency of acquistson,

+ The lavaof intrusion nto privacy i

+ The extentof polal coporalo, or roputatona! risk; |

‘Whether ary cavoais or restons shouldbe apple to bons relation.

For the purposes of retention, review and delation dt BPD-sets, cach
Intoligonco Servico must: ;

RECETTE

+ Delete a BPD after a decision ls mado that retention or use of it Is no
longer necossaryor proportlonate.

1.0 Other management control within tho Inteligenco Services

8.1. The acquisition, retention and disclosure of a bulk personal dataset is subject
to scrutiny in each intoligence Service by an internal Review Panel, whose function

ís to ensure that each bulk personal dataset has been propery acquired, tat any

sciosure ls propery justes, that Is retention remains necessary for the propor|



Sschargo of the relovant Service's etatutory functions, and is proportonate to

achieving that objectivo |

82 The Review Panel in each intelligence Servicemeets at sbemonthy ‘intervals
aná are compisod of conkr representatives [from Information
Gevemance/Complanco, Operational and Legal teams

83 Uso of bulk personal data by staff is montored by the relevant aude team la

eit Intligaos Sonica in ede a detect muse or dents getty tat may o

rise to sueur concerns. Any such idontifed activity intiates à formal investigation
process in which legal, poley and HR (Human Resources) Input will bo requested

‘where appropriate. Failure to provide a valid justification for a search may result in

dscipinary acen, which in the most serious eases could lead tg dismissal and/or the |
possibilty of prosecution, !

RA A neto or in seston ninety or mao

Services Commissionerfor seniny (see paragraph 10 below)

85 Staff within each Inteligence Service wil keep thelr senior leadership (at

Décor level or above) apprised as appropriate of the reliant Senices bulk

personal data holdings and operations |

For the purposesof management control: i

+ A Review Panel In each Intelligence Service must mect at six: monthly
| Intervals to review that Intelligence Service's BPO holdings.

1

|

L

Staff must koop sentor leadership (Director level or above) apprised of

BPD holdings and operations. 1

so ia rs i

31 Each Intetigence Service wil roport as appropriate on its bulk personal data
holdingsand operations to the relevant Secretary of State (tho Home Secretaryin the
ge to Securty Service, and the Foreign Secretary inthe coso of SIS and

Ha) t

190 Overniant by the Intetigence Services Commission

10.1. The acquistion, use, retention and disclosure of bulk personal datasets by the
Intetigence Services, and the management controls and safeguards against misuse
they put In place, wil be overseen by the Intetigence Serviced Commissioner on a
regular sivmontnly basis, or as may bo otherwise agrood between tha Commissioner
and the relevant Intoligence Servico, except whore the oversight of uch data
akeacy fats tin tho statutory rom cf the Intorceptenof Communications

missioner

Noto: The Prime Ministers section SO RIPA itecton was issueé on 11 March 2015.
Paragraph 3 ofthis makes à deer thatthe Commissioner's oversight extends not cy to the
ace operan of the Arargerents, bt as to the acoge) ofthe Arangemerts
Sromseve,

102 Tho Inteligence Services must ensure that they can, demonstrate to tho
appropriate Commissioner that proper judgements have been made on the nocessity

0 |
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73 Inthe case of systems contoring operational dato, spec detal of indviduais

actos while accessing the system are logged and aro subject o put. Such logs con
detalla of who was accessing the system, when, and what they did whlie logged in. Us
are alo required to provide a Necessly & Proportonalty Siatomenl CNSP Statement)
conductrg an analical soarch of the data in the systom: an NP Statement consists of
atomentof tho operational purpose ofthe search andan explanationof ts necassty
proportionality. Thess justifications aro also logged and are subjectto periodic audits of their
fegiimacy and adequacy. '

7.9 GCHQ's Logal and Poly traning Inciudes a section on NSP Statements. Moro
{:idanceon how to formate legtimateand acequata juetiicallens is avalabio to al taf via
ris from GCHO'e Compliance Guide.

ExperimentalUse

4 Useof but personal data for an experimental purpose, e.g dafsiopmant of a novel

iyical technique or testing a new IT system, potentially entaisah etovatodfoval of rs} to

the socuiy of tne dat, increased corporato rit and an cional teioranco wat the ri

to privacy.

82 Any proposed experimentaluse cf a bulk personel dataset must be authorized in
sdvance by the relevant GCHO senior officinis. A request for authorisationwil bo mace,
using the relevant section ofthe dataset's BPD form, It wildescribe tne proposed activity

and explain why it's necesaary and proportionate to use buXperechal datafor this
iui ica gn sat co pac o apart at jusE
tho risks and interference mentioned above.

5

83 The Autorisorvt consider tr necost and prpartonaty of the proposeduse,

particular whothar is genuinely necessary to use bulk personal daa fr this purpose, gen

ds nirusivensss and the degree of corporate risk involved

i
8.4 Ifthe request fo use the bulk persona! datasot for the proposed experimental is

‘approved, the Authoriser may, at hismer discretion, set conditions er rostoson RS
Mtha requestla rejected, tho dataset rustnot be used for that purpbse. Tho decisionor

any cordiionsor restrictions must be recorded on the dataset’ BPD form.

. — Disclosure

91 Where the rosa of bulk parsonaldata anale aro discones to partner or custome

organisations,this must be done via standard (pong mechanisms,which onsuro release

‘of GCHA Intehigence in a secure, accountable, legal compliant manner.

9.2 1! disclosure ct a bulk personal dataset, or a substantial part of à, to a partner
oxganisatioi contemplated, whether at CCHA's or the partners inativo, the procedures
Below must be followed:

BI AnotherSIA Agency:

8.3.1 the proposed rocipiont ofthe dataset is ancther SIA Agoncy, that Agency wil (as

with any other operational dato) formally request transferof tho dataVa the “Inter-Agency,
Sharing"(AS) process. As with authorisation to acquire a bulk personal dataset, tis
discosure request wil bo considered and authorised (or rejected) by

allais. The Authoriser's decision and the reasons fort wil be recorded on the dataset
BPD form, as well as on the IAS request form,

OFFICIAL
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OFFICIAL

[REDACTED]

8.4 Other organisations:

9.4.1 For any otherorganisation, whether another UK partnercr af tho
Sato Roquostar e Endoroor bt request fr autre to cio, by mudas

cl he datasele BPD form. Again, such request wl bo consideres by eleva GCHO
anniac oficiado. Î

ada Meco ter
genes of jr opranalbene iate space to accrue to GCHQ af

the UK from the disclosure

95 The Authorswi consider:
+ pa corn ha tata ha nate ofthe personal loon cor, ts |

Jetrusiveness and senstlvy,

+ tha nature and exter of he corporate fik te disclosure weuld antas

+ the necessty and prepotionalty ofthe disclosure, including whether itis genuine}
necessary and proportionate to disclosethe whole dataset, br whether a subset
meet the need; i

+ whether any caveats or restictions should bo applied; and

+ the receiving organization's arrangements eons using and deleting

— GCHQwil seek acciional reassurancesfrom the reteiving organisation
this regard, if the Autoriserdeems I necessary.

[REDACTED]

10. Continued Retentio |

10.1 The ongoing retention of every butk porsonal dataset is reviewed at least every 24
oi y Buk Persona ata tation Review Pan o Pan

10.2 The Panel consists of elavant sonho GCHO aftclls. |

103 Representativas from MIS and SIS aro normally Invited to observe and contributeto

dseuseions, i

40.4 The Panel meets every 6 months, typicallyin March and September,Lo consider tha!
otasets due for review and to review the functioning of the bulk peréonal dataset ifa-cyeia
management processes, Discussions, docislons and actions are minutod,

10.5 Ifa detaset's Roquoster and Endorcor consider that a convincing case oan be made]
ur the continued retention and exploitation of thal dotasol they must submit a rete
request tothe Panel by means ofthe datasets BPD form. I they dolnat bol a
ease can be mado, they must aan forthe deletion ofthe dataset as soon as they reach
is conclusion.

10.8 In the request, they must just the Intortorenco with the righttp privacy caused by
CHA continued retention and explotation of the dataset, They mist ect out wy It is
eruinely necessary and proportionate to continue te retain and use the date, This rat
Mu be supported by concrete xenon inclucngspecito examples, where possbl, of

OFFICIAL,
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‘and veting regime for staff. i

+ Unitacceetomote wth appropriate sinossrirement

+ Justly access to BCD on the grounds of nacessity and proportionality, |"
taking Into consideration collateral Intrusion and éther less intrusive
methods of deriving the same Inteñiigonce dividend. |

& Ensure staff are appropriately uained, aware of audit functions and
warmedof disciplinary proceduresresuling from misuse

44 Disclosure

44.1 The disclosure of BCD must be carefully managed to endure that k only takes|
Place when it is justifod on the basis of the relevant statutory disclosure gateway.
‘The disclosure of an entire bulk communications dataset, or 4 cubset, outside the
Inloigence Service may onty o authored by a Senior Oca a the Secretary of
ato. i
442 Disclosure of individual Roms of SCD outside the relevant Intetigence Service
may only be made if the following conditions are met:

+ thet the objective ofthe disciosuro fal within the Service's statutory functions

‘ris for the additional imted purposes set out in soctons 2(2Xa) end 4(2)a)

‘of the ISA 1994 and section 2(2Xa) of tho SSA 1989;

= that À is necessary to discioso the Information In pueston in order to!

achieve that objective,

thatthe disclosure is proportionatetotho objetiva; |

+ that only as much of the Information wil be disclosed as is necessary to
achiove that objective.

]

When will disclosuro be necessary?

44.3 In order to meet the ‘necessity’ requirement in relation lo disclosure, statin
‘tho relevant Inteligence Service and (as the caso may be) tho Secretaryof State
must be satisied that disclosure of the BCD ls ‘realy needed for tho purpose of
discharging a statutory funcion of that intetigence Servico.

The disclosure must also be “proportionate” |

444, The dhcomure ofthe DCD must also be proportonalo to te pro in
Question In rer lo mest da proposta requtemer sa inte Plat
IMatigenco Sanco and ts to ¡so may be) du Sosy of Sata mus be
‘afd Dat Do evel ot aero vin do AU o Py E naval unos
communications data is being disclosed, both in relation to subjects of Intelligence
interest and in relation to other Individuals who may be of no Intelligence interest, ls
Jd oy tho Senet Lo Do dechargo ote illgond.Seaces sito

tons VA peus a a Sox dl dsg to ca spa be Ion of

the bc to be seneres, Saf mu conser wnother Dre is rte
art that wal eat mest he proposed Otro > Lo whic inches les

inem” Poe ‘example, ths coud mean dacoture. of veal poses of

A i

¥ Eculvalect tou member of th Senior Cal Servico. |
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‘communications data orof a subset of the buk communications data rather than of

the whole buï communications dataset i

445 Before disciosing any BCO, staff must tako reasonable stops to ensure that

the intended reciplent organisation has and wil maintain sefsfactory arrangements

for safeguarding the conicentalty of the data ond ensuing that 4 is socurey|

handiod, or that they have received satisfactory assurances from the intended
recipient organisation with respectfo such arrangements.

448 Those conditions must be met for al disclosure, Including between the|

Intotigence Services and apply equally in making the decision to disclose an entre

BO, a subsetof BCO, or an naval pocoe data from to las

Disclosure of BCD must be: !

Justified on the basis of ho relevant statutory disclosure gateway;

+ Assessed to be necessaryand proportionate tothe cbject

+ Limitedto only as much informationas will achlevothe objectvo;

+ Authorised by a Senior Official or Secretary of Sa {entire BCD or a

subset).

4.8 Review of Ongoing Acquisition and Retention, and Deletion

451 Each Inteligence Service must regulary review, Le. at intervals of no le

than six months, the operational and legal justficadon or fs continua retenion and

use of BCD This should bo managed tiovgh a review panel comprised of senor|

representatives trom Information Govemance/Complance, Operational and Legal|
teams. 1
452. The retention and review process requires consideration of:

+ An assessment ofthe value and use of the dataset during the period under:

review and in 9 Historical context,

- the operational and legal Jan fr ong pause, continues
reefer, nung ts nosy and proponer

+ The extont of use and specific examples to ilustrato tho benefits;

* The level of actual and colatora! intrusion posed by retention and exploitation:

+ The extent of corporate, legal, reputationalor politcal isk;

+ Whether such Information could be acquired elsewhoro through ess inrusivo

453 Should lho review process find that thre remains an ongeing cano for

acauting ad retaining BCD, a formal roviow wl be submited a interescf no less

than ax months fr consderason by tho relevant Secretary of Sat. Inthe event rat

thoInietigence Servico er Secretaryof Sata no longer deem ito be necessary and

‘roperionate fo quo and retain the BCO, the Secretary of State wil cancal the|
rolovant Section 84 Direction and instruct the CNP concerned to cease supp. The
‘leant inteigenco Sondeo must then task the technica teams) responsa for

Retenton and De'etion wih a Ve to ensuring that any reained dota costoyod

aná roy the. Intercepion ot Communéators Commissioner. acarinÿ.

Cenferaton of completed deation must be recorded wi tho relevant Informagon

GevernancelComplanco team. i



1 |

IREDACTED] l

43.15 A! recordo of searches and queries, together with line accompanying NP
statements, aro centraly logged end are subject to periodic audits of thelr legtimacy|and
adequacy, "Records relating to section 94 deta and rolated cominunicationa data may bo

pectnd by the Interceptionof Communications Commisslonar.

Authorisation af Disclosure |
443 Mero the rite of anaina seston Sé data ao cios 1 parneror cotar
organisations, this must be done via standard itafizonca reporting mechanisms, von
ensure that GCHG inteligence ls released in a secure, accountable and logaly comiam
manner.

42 gas! plo ss an ant aa

|44.3 fte proposed reciplent of the dataset is another SIA Agency, that Agency wit (as
with ary ether operational data) formally request transfer of the data via tho ney
Sharing"JAS) process. As with authorisatioto acquire secsor94 data, ths discoburo
requestwil be considered and authorised (or rejected) by
Tho Authodsar's decisonand the roasonsfer wi bo recordedon Une IAS fot

[REDACTEO] !
44.6 Al requests for authorisation to disciose must provide a persuative justificationfol the.
proposed discloguro, in torms of: f

+ lis nocesekyand proportonelty, and al
* We inteligenco boneft or ether oporatinal bena't that js expected to accru toGCHAand the UK trom the disclosure. i

pees

See ye tie o oi fia ae el

Seyretane coer ena

Ecce cy 
A
e

RUE

IREDACTED)

45 PatoRetentlon,Reviow and Deletion Î

IREDACTED] |
45.3 A Review Pape! conducts a comprehensive reviewof GCHQ's section 94 data, ant! ofthe directions Used to acquire the data, at sbemonthy Intervals. Tho review deter

Sora

[REDACTED]
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