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IN THE INVESTIGATORY POWERS TRIBUNAL _
BETWEEN:

PRIVACY INTERNATIONAL

{1) SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH AF]':I'AIH.E
(2) SECRETARY OF STATE FOR THE HOME DEPARTMENT
(3) GOVERNMENT COMMUNICATION HEADQUARTERS
(4) SECURITY SERVICE
(5) SECRET INTELLIGENCE SERVICE
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WITNESS STATEMENT OF GCHO WIINESS

I GCHO WITNESS, Deputy Director in the Government Communications Hl!ldq_u:nrters
{GCHQ), Hubble Road, Cheltenham, Gloucestershire, GL51 0EX, WILL SAY as follows:

1} I am Deputy Director Mission Policy at GCEHQ. In that role, 1 am le for
drawing up the operational polides that underpin CCHQ's intelligence galbering
sctivities and for ensuring that they are complied with. 1 have been In this rola since
5 January 2015, having previously served as Deputy to my predecessor. 1 have worked
for GCHQ in a variety of roles since 1997,

2) 1am authorised to make this witness statement on behalf of GCHO  The contentd of this
statepent are within my own knowledge and are true to the best of my knowledge and
belief. Where malters are not within my own knowledge they are based upen
documentaticn made available to me and from discussions with others within the
department. '

3) Documents referred to as exhibiled to this statement are attached as E:dh{Ht"ﬂﬁﬂlL(.
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4) Further 1o paragraph 95 of the Investigatory Powers Tribunal’s judgment af 17 October
2016 and paragraph 4 of the Tribunal's order of 31 Octeber 2016, I make this statement [n
order tor

a) exhibit (for the convenience of the Tribunal) relevant sections ol policles/handling
arrangements relating to the sharing of BPD and BCD;

b} address the question as to whether GCHQ has, since avowal on 11 March 2015,
shared bulk personal data ("BFD") (or a sub-set of BPD) with interational partners
and/or law enforcement agencies (“LEAs™), and if so, what restrictions as to tranafer
or use/retention were Imposed by GCHOQ; and

¢) address the question as to whether GCHO has, since avowal on 4 November 2015,
shared 594 bulk communications data ("BCD") (or a sub-set of BCD) with
international partners and/or LEAs and &f so, what restrictions as to transfer or
use/ retenbon were impased by GCHOQ.

5] For the aveidance of doubt, this statement addresses the tharing of BPDs and s%4 BCDs
mhhra.ndmymtncﬂmu whi-:h have bu:uphn:dm relation h:rml:hllu.m:&m

&) 1 exhibit the following as exhibit GCHD 3.
s} Paragraph 16 of the Joint SIA BPD policy of Feb 2015;
b) Paragraph 5.2 (4" bullet), paragraphs 6.0-5.7 and paragraphs 8.1 of the cross-S1A BFD
OPEN Handling Arrangements of November 2015;
¢) Section 9 cf the GCHQ CLOSED BFD Handling Amrangements;
d) Paragraphs 4.4.1 to 4.4.6 of the OPEN Handling Arrangements for BCD; and
2) Section 4.4 of the GCHQ CLOSED s¥ Handling Arrangements.
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I believe that the facts stated in this witness statement are trye.

CCHR (utians,

Dated: < FE“-N#-:S 2o
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NOTE: REDACTIONS ARE INDICATED [RECACTION] AND IEIIETE ARE IN BOLD,
UNDERLINED AND ITALICS

which B is hosind.  These safeguarcs inchide (But are not o) avdls, protsctve
moriliaing regimes, Ene managemant oversight, training and codes of practce;

—-—— =

+ The Agencies wil take appropriate dacplnary ectien unuln:tan person identfled as
abusing or misuzing analytical capabliities. BPD, or any infafmation of IntoBigence
ceitved tharefrom,

15,  These poficy statements apply SiA-wide. Esth Agency meintains sepomte

ecmplementary policy avd guidasce to ald staff in the csa of BPD nnﬂ meeting these policy
rEgLAReMmEnts,

D. Sharing

18. AR three Agenciss have a common interest in acquiring and interrogating BPD. As a
principie, ofl three Agencias will seek to acquire once and use many tmes, on grounds of
businesa effectveness end efficiency. The following polley :murrunuiq:p:y Io the Agences:
* ‘vhen sharing OFD the supplylng Agency must be satiafied I! Is necessary and
proportionate 1o share the date with the other Agencyl ios; and the recelving
AgencyfAgancies musi ba satsfiod thet il s necessary end propotionate to scquire

e daln in question, ﬁhﬁﬂdﬁaﬂ-ﬁgwﬂbﬂmhraﬁhrmhw

= The shering of BPD must be autherised in advance by a eenlor ivdividual withln each
Agancy, and no aztian {o eharo may be takon withoul such authorisation,

« [REDACTION]

* BPD must nel ba sharod with noa-SIA third parfiss without pﬂnr spreement from o
aLquiring Agency,

= The Agenches moy share spplicalidns {which in turn cou'd pm'ri:h access ko ancther

Aganzy'z BPD holdings) as judged sppropriate in ina with EHMW
eomm s sioning.

W71, Thase poicy stalements apply Sla-wide. Each m;}' mainteing Sapar
eonplemantary policy and guldance to aid stal’ in tha process Ihhl‘ﬂ'ﬂ Hﬂﬂmﬁmm.;l

E Retontlon

I'

18, Tha Agencies review the necesslty and pmpnm:mﬂ'y of Ih.u continuad retantion of
BPD Tha following policy statermnents apply to the Agonciog,

« Each Agency has a reviow pane’ which will review BPD F'Ill-l'lﬂl:l‘l oy that Agency, Inj
o'l three Agencies, panels it ance every six months;

#  Theso panels will Invito reprocontatives fom eack of tha wm.ﬁqunﬂn o dlecusy
deta sharing (bodh datn and appicabons granfing accets ko BPD], -2 mruiu'-qr
of decision maiing across Agenciet, and provide mmqtr::y,umq

¥
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including in particular what Inteligence alm = lik 1mw1h bo met and how
the data will support that objective. !

% The proportipnality of acquiring and retaining the' data, Including In
particular whether there Is a less Intrusive method of nbﬂlnlng the data.

Whon seaking authorisation to load a BPD Into an analytml systom for use,
staff must satisfy themselvos as to, and explaln:

< The purpose for which the BPD Is required; and

< The necessity and proportionality of using the BPD. !

50 Speclfic Procedures and Safeguards for Use of and Access to Bulk
Peorsonal Datasets inside each Intelllgonce Service i

5.1 Each Intelligence Service atlaches the highest priority; lo malntaining data
security and prolective security standards. Moreover, each Intaligence Senvice musi
establish handfng procedures so as to ensure that the integrity and confidantiality of
the information n the bulk pevscnal dataset hald s fulfy end that there are
adequate safeguards in place to minimise the risk of any misusq of such data and, In
the evenl that such misuse cccurs, 10 ensure that appropriate idisciplinary action is
taken. In particular, each Inteligence Sun'im must apply the fokowing protective
gecurity measures:

« Physical security to protoct any premisas where the mieufmal]nn may be
accessed, i

+ [T security to minimise the risk of unauthorised access tn!:l‘l‘ syslems;

* A securily vetting regime for personnel which is cesigned to’ provide
assurance that those who have eccess to this material are reiiable and
trustworthy. i

52 In relation to information In bulk perscnal datasets held, cach Intaligence
Service is obliged to put in place the following addﬁimnlmm

» Azcess lo the information contained within the bulk pas-:ml datasets must be
strictly limited 1o those with an appropriate business I‘l'.'lQI.FI’ﬁI'I"H.".I’It o use these
data; i

« Indiviguals must only nccess information within a bulk pammal datasetl if it is
nocessary for the performance of ono of the statutory I'm:huru af the relovant
Intelfigence Sendoa; .

« If individuals accass infermation within a bulk personal datnsa'l with a view 1o
subgequent disclosure of thet Information, they must enly access the relevant
infomaton i such disclosure I8 necessary for the pedormance of the
statutory functions of the relevart Inteligence Service,lor for the additional
Imited purposes described In parogreph 3.1.4 above;,

« Bofore accessing or disclosing information, Individuals' must also considar
whether doing $¢ would be proportionato {as dam!:qd in paragraphs 4.4
above and 6.3 below). For instance, thoy must consider whethar other, loss
infrughre methods can be used {o mﬂmﬂmdﬂindnu:lcm,




outside the relevant Intelligenco Servico

.1 Infermation in bulk peracnal datasets held by an Intﬂ'rgeﬁm Sernvica may only
be disclosed to persons outside the relevant Servica if the foligwing conditions are
met

6.0 Procedures and Safequards for Disclosure of Bylk Personal Datasets
gV tell !

« that the abjective of the disclesure falls whthin the Service's statutory functions
of is for the additicnal Emited purposes set out in sections 2(2)(a) and 4(2)(a)
of the ISA 1884 and section 2(2)(a) of the SSA 1989; |

* thet i is necessary to disclose the Information in question in order to |
achieve that obective; :

» thal the disclosure is proportionate to the objactve, 1
« that only as much of the Information will be disclosed as Is necessary fo
achiave that objective. !

Whan will disclosure be necessany?

]
8.2 In order to mest the 'necessity’ requirement in relatien to disclosure, staff must
bo satisfied that disclosure of the bulk personal datase! ks ‘really needed' for the
purpese of cischarging a statutory function of that Intelligence Service ‘

The disclosure must also be “proportionete”

6.3 The disclosure of the bulk perscnal dataset must also bo proportionate o
the purpase In question. In order lo meet the ‘proportionality’ requirement, staff must
be satisfied that the level of interference with the individuals right to privacy is
justfed by lhe beneft lo the discharge of the Intefigence Service's siatutory
functions which i3 expecled a3 a result of disclasing the data and the importance of
the cbjective to be achioved Staff must consider whether there is a reasonabie
atemnative that will sl mee! the proposed objective - Le, fwhich involves less
intruslon. For examp'e, this could mean disclosure of individual picces of dataorof a
subzet of data rather than of the whele bulk personal dataset,

64  Belore disclosing any bulk personal data, staff must take reascnatle steps to
ensure that the intanded recipient organisation has and wil maintain satisfactory
amangements {or safeguarding the corfidentiality of the data and ensunng that it Is
securely handled, of thal they have recelved satisfactory assurances from the
intended reciplent organisation with respoct to such arrangements.

B5  These conditions must be mel for ol disclosure, Including betwoan the
Inteligence Sorvices. H
68  These conditions for cisclosure apply equally to the disciosure of an entire
bulk personal dataset, a subset of the datase!, or an individua! piece of data from the
datasel. !

6.7  Disclosure of the whele (or a subset) of a bulk p-urwﬂll dateset is subject
1o Intemal suthorisation procedures in addition 1o those that apply to an Bem of data.
The autherisation process requires on application to a senfor minager designated for
the purposae, describing the dataset if is proposed to disclose {injwhela erin part) and
se'ling out the cperational and legal justification for the proposed disclosure aleng
with the cther Information specified in paragraph 4.7, and whether any caveals or
restrictions sheuld be appliad to the propesed disclosuro. This'is so that the senior
manager can then consider the factors in paragraph 8.1, with operational, legal ang
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policy advice taken as appiopriata, |n cifficult cases, the m:wanll Inteligonce Sorvica
may seek guidance or a decision from the Secrelary of Stale, |

When seeking to disclose the whole (or a subset) of a BPD, staff must be
satisfled that disclosure is: ]

< Justified on tho basis of the relovant statutory dhdu?m galoway.
< Determined to be necossary and proportlonate lo thoi objective.
< Limited to only as much Information as will achieve the objective.

% Authorised by a senlor manager or, in difficult case, the Secratary of
State. |

-+

7.0 Review of Retentlon and Deletion 1

7.1  Each ! mmmmuﬂwmﬂwhm and legal
justiication for #s continued retentlon and use of each bulk personal datasel
Where the continved retenticn of any such data no lengen meets the tests of
necessity and proportonality, all copies of @ held within the ‘relevant Inteligence
Sefvice must be delelod or dostroyed.

72 mwmnmmmmwmstmm

factors: |

= The oporational and legal justfication for continued mm::n. Including its
necessly and proportionality;

»  Whether such information could be obtained elsewhern &_-m:rugh iess intrusive
means;

» An assessment of the value and cxampies of use; i

» Frequency of acquisition, :

* The lave! of intrusion info pivacy; i

» Tha extent of political, comporate, of reputational risk; |

»  Whether any caveats of restrictions should be applied to fontnued retantion,

For the purposos of retention, review end delotlon arl' EPD-sets, cach
Infelligence Servico must: 1
% Regularly review the Justification for continued retentlen and use,

Including its necessity and propertionality. '

1

< Delete a BPD after a declsion Is madao that Hl'l'ﬂ'ltlﬂn or use of it Is no
) longer nocossary or proportlonate,

8.0 Other management controls within the Intelligenco Services

8.1 The acquisition, retention and disclosure of @ bulk personal datasel |s subject
ta serutiny in each Inteligence Service by an Internal Review Pane!, whose functien
is to enaure that each bulk personal dataset has basn pl'npﬁ‘hr acquired, that any
disciosure is preperty justified, that its relention remains namnar].r for the proper |




1
'

discharge of the relovant Service's gtaturtory funclions, m:l,is pmpmmnnle o
achieving that objectivo |
82 The Review Panel in oach Intelligence Service meels atlsl:.'-mu-rﬂl-‘; intervals
and are comprised of sonior representatives |from  Information
Geovernance/Compliance, Operational and Legal leams. .

83  Use of bulk personal data by stafl is monitored by the relevant avdlt team in
each Inteligence Service in order to detect misuse or identty that may give
rise to security concerns. Any such identified activity Initiates d formal Investigation
process in which legal, policy and HR {Human Resources) Input will be requested
where appropriste. Faillure to provide a valid justification for a search may resullt in
disciplinary action, which in the mos? sarious cases could lead ln’dhmlua]' andfor the |
possibillty of prosecution.

B.4 AN reporis on audit investigations are made aﬂihﬂ? to the Inleligence
Services Commissionar far scruting {gee paragraph 10 below)

85 Stall within each Inteligence Service will keep thelr senfor keadership (al
Direclor leve! or above) spprised as appropriate of the ant Service's bulk
persanal data heldings and oporations.

For the purposes of management control: b

< A Review Panel In each Intelligence Sorvice must fl';ﬂ“ at slx- moenthly
Intervals to review thal Intelligonce Service's BPD hu;dlnnt.

< Stafl must keep genlor leadership (Director level or Ihﬂ'ﬁl‘ﬂ] apprised of
BPD holdings and operaticns.

90  Ministerlal Qversight .-'

81  Each Inteligence Service will report as appropriate on H: bulk personal data
haldings and cperations to the relevant Secretary of State (lhe Home Secretary In the
case of the Security Service, and tha Foreign Encmhrrinmucannlslsmd
GCHQ).

100 Ovorsight by the Inteliigence Services Commissloner

101 The acquisition, use, retention and disclosure of bulk personal datasets by the
Inteligence Services, and the management controls and sa'eguards against misuse
they put In place, will be overseen by the Intelligonce Services Commissioner on a
regular six-menthly basis, or as may bo otherwise agreed between the Commissioner
and the relevan! Inteligence Servico, except where the wﬁrﬂuhl of such data

aireacy falls within the stalutory remil of the Inlmmph:m Communications
Commissioner

Nolg: The Prime Mnister's section 564 RIPA direction was kssued on 11 March 2015.
Fa.mphﬂ of this makes & clear that the Commissioner's oversight xtends not cnly to the

practical cperaton of the Armangements, but also to the adequacy of the Armangements
mm:m-

102 The Inleligence Senvices must ensure that thoy can, domanstiate to the
appropriate Commissioner that proper judgemen's have been made on the nocessity

10
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7.8 Inthe case of systems conteining operational data, specific datails of indhviduals’
activities while accessing the systam are logged and are subject to pudit Such logs contaln
cetalls of who was accessing the system, when, and what they did whia logged in. L

are ales recuired lo provide a Necesslty & Proportionality Statoment (NEP sutmrﬂ
conducting an analytical search of the data in the system; an NAP Statemant conslsts
statemant of tho operational purpose of the search and an explanatien of its naumhr
proporionality. Theas justifications aro also logged and are uuhhd lo periodic audits of
legtimacy and adeguacy., ,

7.9 GCHQ's Logal and Pollcy tralning Incivdes o section mH&PEﬂlumnrm Nore
guidance on how to formulgte isgitimate and adequate imﬂfmum i available to all via
links frem GCHO's Complianca Guide.

8  Expedmontal Use

0.1 Use of bulk personal data for an experimantal purposs, e.3 dasfnrapnm of a noval

analytical technique or testing a new IT system, polentially entails an elevated level of risk to
the socurity of the data, Increased corporato risk and an edditional hlu-rfmnﬂ with the right

1o privacy.

8.2 Any proposed axporimental use of a bulk personel dataset mua} be authorised in
sdvance by the relavaal GCHQ senfor offiials. A request for authorisation will ba made,

H
]
1
1
i

using the relevant section of ihe datasel's BPD form. ltwilld the proposad activity
and explain why it is necasgary and proportionate to use buk pe dmafmuhwpulu.
Ilﬂmmmummddhhmﬂwwpmﬁnmlmhmmedm =4

the risks and inferference mentioned abave.
t

H.‘.l The Authoriser will consider the necessity and propartionality of the proposed use, in
particutar whethaer it is genulnely necessary 1o use bulk perscnal dnia fer this purpose, given
s intrusivensss and he degree of corporate rsk invelved

B.4 EmmmmameMMMuﬁwmm s
approved, the Authorlser may, at hizher discretion, sst cenditions or rostrictions on s
If the raguest la rejected, tho datasst must not be used for that purptse. Tha declelcn o
any conciions or restrictions must ba recorded on the dataset's BPG form.

2 cloaurs !
.

8.1 Where the resutts of bulk pursonal da'a analysis are disclesed 1o partner or cusiome
organisations, this must be dona via standard (ppgifing mechanisms, which ensuro mh:gu
of GCHQ Inteligence In & secure, nccountable, legally compliant mannar

8.2 If disclosurs of a bulk perscnal dataset, or o substantial part ufﬁ,lnnpm‘l‘mr
organisadion in mntnmpintad whethaer at GGHuurﬂupa:tnu-'s in;umn the procaduroh
bataw musi be followed:

8.3 Ancther SIA Agency.

8.3.1 fthe proposed rocizient of the datusel (s anather SIA Agency, that Agency wil (as
with amy other operational data) formally requeet transfor of the dm via the *Inter-Agency
Sharlng” (LAS) procass. As with authorisation to acquire a bulk personal dataset, this
dsciosure request will bo considened and authorised (or rejected) by

gifictals. The Authoriser's declsion and the reasons for it will ba recarded on the m:an]

BFD lorm, as well as on the [AS request form.,

OFFICIAL :
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[REDACTED]
9.4 Cther organisations:

8.4.1 For any other organisaticn, whether anather UK pariner or a . the
datasel's Requaster or Endorser will submit a request fer autharisation to disclose, by means
of the datasel's BPD form. Again, such requests will be considesed by rplavant GCHO

spniproflicils.

9.5 ANl requests for authorisation to disclose must provide a psmilva]mmwjm for the
proposed disclosure, in tarms of: 1

« its nacesslly and proportionality, and

= tha intalligence or othes cparational benefit that is expaciad to acerue to GCHQ apd

the LK frem the disclosure.

9.6 The Authoriser will consider;

» tha content of the dalaset the nature of the personal information it containe, its
Intrusiveness and senaiivity; ;

« the nature and extert of the corporate risk the discloaure would entait;

» the necess?y and preportionality of the disclosure, including whether it is gen
necessary and proportionale to disclose the whole dataset, br whather a subset will
mes! ihe need; | '

+ whether any caveats or restrictions should be applied; and |

« the recalving organization’s arrangements for safeguarding ) using and deleting

—— o

data = GCHQ will seek adcitional reassurances from the ng ocganisation
this regard, If the Authcriser deems |t necessary. :

[REDACTED] ' _

10, ntin nila I

|
10.1 Tha ongoing retention of every bulk parsonal datase! is reviewed at loast every 24
manths by the Bulk Personal Data Retention Review Panel (tha PB!'TH.

10.2 The Panel corsists of mievan! gonior GCHO afficiale '

10.3 Representatives from MIS and SIS are normally inviied to observe and contribute 1o
d'scussions. i .

10.4 Tha Panel meets overy 8 montha, typically In March and Seplénbur. o consider tha
datasels due for review and 1o review the functioning of the bulk personal datasat ife-cycle
managoment processes. Discussions, daclslons and actlons are minuted,

justy the continued retention and exploitation of thal datasol, they must submi a rete
request to the Panel by means of the dataset's BPD form. If they do'not bolleve a

case can be made, thay must amangs for the deletion of the detessat as 500N as they reach
this concluslon, :

10.5 H a datasel's Requester and Endorser consider thal a mmmnﬁg cate can be mndu[:

10.8 In the request, they must [usiify tha interfarence with the ﬂghtt%n privacy caused by
GCHQO'e continued retention and exploltation of the datasel. They must set out why It is
genuinely necessary and propartionste to continue 1o retain and use the doto. This raliondlo
must be supponted by concrete evidencs, including specific examples, whete possble, of the

OFFICIAL .
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L
and vetting regime for staff. }

i Limlt access to those with appropriate business rﬂql.|rrlrn1nrrL

% Justify access to BCD on the grounds of necessity and proportionality,
taking Into cornsideration collatera! Intrusion and other less intrusive
methods of deriving the same Intefligence dividend. |

% Ensufe staff are appropriately trained, aware of audit functions and

warned of disciplinary procedures resulting from misuse.

4.4 Disclosure !

44.1 The disclosure of BCO must be carefully managed to endure that It only takes

place when it Is justifiod on the basls of the relevant statutory disclosure gateway.

The disclosure of an entire bulk communications dataset, or 4 subset outsido the

giulignnm Service may only be authorised by a Senier Official® or the Secretary of
tate. -

]

442 Disclosure of individual Rems of BCD outside the relavant Intelligence Service
may enly be made i the following conditions are met: t

- thel the cbjeclive of the disciosure fals within the Service’s statutory functions [
or is for the additional mited purposes set oul in sectons 2(2)(a) and 4(2)(a)
of the ISA 1684 ard section 2(2){a) of the SSA 1080; |

- thal & is necessary 10 discioso the Information In Question in order 1o
achigve thal oblective, '

- thatthe disclosure s proportionato to the cbjective; '

= lhat only a8 much of the infarmadon wil be lﬂlﬂﬂﬁﬂd?m is ntnﬁlnw o
achlove that objective. .

|
When will disclosure be nocessary? 3

4.4.3 In order to meet the ‘necessity’ requirement in relation 1o disclosure, staff in
the relevant Inteligence Sonvice and (as the case may bo) the Secretary of State
must be satished that disclasure of the BCD is 'really nunﬂ'edr‘ for the purpose of
discharging a statutory function of thal Intefigence Servico.

The disclosure must also be “proportionate™ |

444 The dicloaurs of the BCD must also be prnpnrﬂnna{m to the purpose in
question. In order to meet the ‘proportionalty” requirement, istaff in the relevant
Infelligence Senico and (as the caso may be) the Seorotary of State must be
satisfled that the level of imerference with the right to privacy of individuals whose
communications data is being disclosed, both in relation to subjects of inteiligence
interest and In telation to other Individuals who may be of no Inleligence interest, is
justified by the benefit lo the discharge of the Inteligonce Service's statutory
functions which is expecled as a result of disclosing the data and the importance of
the cbjective to be achleved. Staff must consider whether there is a reasonable
alternstive that will std! meel the proposed cbjective - La which involves less
infrusion. For example, this could mean disclogure of -'Imfhridunr pieces of

- |
* Equivalent to & member of the Senlor Civil Service. |
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communicalicns data or of a subset of the bulk Wunhahm data rather than of
the whola bullk communications dataset. i

|
445 EI-&l'urﬂ disciosing any BCO, stalf must tako rnamnahlﬁ_ul,upn lo ensure thot
the intended reciplent crpanisation has and will maintain saisfactory arrangements
for safeguarding the confidentiality of the data and ensuring thal 1 is sacuraly
handiod, or thet they have received satisfaciory assurances from the Intended
recipient organisation with respect to such amangements. !

446 These conditions must be met for all dra-:rcrm'n.- Ini;.ruding betweon the
Intelligence Services and apply aqually in making the decision!to disclkse an entire
BCD, & subset of BCD, or an Incividual piece of data from the da}l.um.

Disclosure of BCD must be: i

< Justified on the basis of the relevant statutory disclosure gateway;
Assessed to be necessary and proportionate to the t.'l!b}ﬂﬂl:h’t:
Limited to only as much information as will achleve 'l:hrn abjectiva;

Authorlsed by a Senior Officlal or Secrotary of sin?n {entire BCD or a
subset).

R

4.6 Review of Ongoing Acquisitien and Retention, and D:Ill;nl.iun

451 Each Intelligence Service must regulardy raview, |.e. ot intervals of no less
than six months, the operational and legal justification for its continued retantion and
use ¢f 3CO This should be managed through @ review panel| comprised of senior
representatives from Infermation Govemanca/Compllance, ﬂpnmﬁunal and Legal
teams.

4.5.2 The retention and review process requires consideration of:

= An assessment of the velue and use of the datazsel dl.ni_hg the period under
review and In o hislerical conloxt;

- the operational ard legal justfication for ongoing nbuuhiﬁan. continued
retention, Including ts necassity and proportionality;

- The exlent of use and specific cxamples 1o ilustrate the benefits:
The level of actual and collateral intrusion posed by refention and exploitation;
- The exent of corporate, legal, reputalional or political risk;

- Whether such Information could be acquired elsewhere through less intrusive
means.
|

453 Should the review process find thal there remains on ongoing case for
acquiring and retaining BCD, a formal review will be submittad ot Intervals of no lass
than six months for censideration by the relevant Secretary of State. In the event that
tho Intelligence Service er Secretary of Stata no langer deem i lo be necessary and
propartionate to nequire and retain the BCD, the Secretary of Stale will cancel the |
ralevant Section 94 Directlon and instruct lha CNP concemed ‘u caasa supply, Tha

relovant Inteligence Senica must then task the technical leam(s] rosponsidie for
Relention and De'etion with 2 view 1o ensuring that any retained data is destroyed
and rolity the Interception of Communications Commissioner accerdingly.
Cenfirmation of completed deletion must be recorded with thn ralevant Information
Governance/Compliance team. !




| I
i

[REDACTED] |

statements, are centrally logged end are subject 1o periodic sudits of thair legitimacy|ana
adequacy. Records relating to section 94 data and relatsd eommunications data may be
Inspected by the Interception of Communications Cemmissionar.

4.4 Authorisation of Disclosury

44.1 Where the results of anaelysing section 64 date ars disciosed o partner or a.n‘chmr
organisaticns, this must be done via standard inteligance repoiting mechanisms, which
ensuro that GCHQ inteligence is released in a secure, accountable and legally compiant
manner, .

43.15 Al records of soarches and querlas, logether with |thn Accompanying [ﬁF

4.42 I disclosure of @ complete soction 94 datass!, or a substantial parl of it, o o pa
organisalion s centemplated, whether at GCHQ's or the partner'd inflative, the a8
balow must be followed,

44.3 N the proposed reciplent of the datase! is another SIA Agancy, that Agency will (as
with ary other cperational data) formally request lransfer of the data via the “Inte ncy
Sharing” (IAS) process. Mmmmnmhsuﬂmﬂm.ﬂindhﬂ ure
reques! will be considered and authorised (or refectad) by ; gl
Tho Authoriser's decision and the roasons for i wil ba recorded on tha IAS fom,

[REDACTED] ' I
44.6 Al requests for authorisation to disciose must provide a persuacive [ustification fod the
proposed disclosure, in torms of: !

+ [is nocessly and preportionaly, and 1

= e intelligence beneflt or other cperaticnal bene® that Is expacted o @ to

GCHQ and the UK from the disclosure.

4.4.7 The Authoriser will consider: i
. mummumnfumdntueumurmmmmymcnﬂh‘ﬂmnﬁcnum s
Intrushveness and sensitivity; i
* the nature and extent of the corpornte fisk the disdosurs weuld entall;
* the necessily and preperticnality of the diediosure, including whethar &t i ganulpaly
necessary and proporfionats Lo disciosa the whole dataset, or whather a subset wil
meet the need; :
+ whether any caveats or restrictions should be applied: and '
+ the recelving organisation's arrangoments for safoguarding, vsing and delating the
dota — GCHQ will seek addifonal reassurancas frem ﬂmﬁgrmﬂvm mﬁh in
this regand, If the Autheriser deoms It necessary. -

[REDACTED]
4.5 Data Retantion, Review and Deletion '
[REDACTED] !

453 A Review Paral conducts a comprehanshve review of GGHQ's section 94 data, and of
the directions used to mcquite the data, at sb-monthly Intorvals, | The review determihes
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[REDACTED]

ofaar U infumaban [egislition, Reler dacicours reguasti i GOHE as 01342 32140 2300, pemal iotegfoehe gal gl uik

This irdormaben & exempd from Seticece wder Ea Friscom of mioometen AQ 2000 ard Ty be s ect ko mw-um.‘lr-r







